Reducing the Global Impact of Cybercrime
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Policy Analyst, INTERPOL Cybercrime Directorate
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194 MEMBER COUNTRIES CONNECTED THROUGH A SECURE NETWORK
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CYBERCRIME
REDUCING THE GLOBAL IMPACT OF CYBERCRIME AND PROTECTING COMMUNITIES

INTERPOL FOR A SAFER WORLD




INTERPOL Global Cybercrime Programme
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INTERPOL RESTRICTED

COVID-19 Cyberthreats
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GLOBAL LANDSCAPE ON COVID-19
CYBERTHREAT

#WashYourCyberHands

Pralific and opportunistic
the COVID-19 coro
cyberattacks. In pa
relatively dormant

criminals are taking adva mg of
navirus pandemic to launch a variety of
|Lh had been
threak bagan,
or using COVID-19 to boost their social

ing tactics. Although these cyberthreats are constantly
evolving, some of the latest threat identified include:
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INTERPOL’s Global Response
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BE VIGILAMT . BE SKEPTICAL . BE SAFE
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INTERPOL_Cyber

2,011 Tweets

Tweets Tweets & replies  Media Likes

11 You Retweated

Politie Rotterdam eo @ @Paliti... -6d
@ Cybercriminelen maken misbruik van de

#ecorona crisis. Om deze reden lanceert
@INTERPOL_HQ een campagne. Als
start een overzicht van de nieuwste
bedreigingen en de verwachte
toekomstige trends. Wat kan je doen om

jezelf te beschermen? Kijk voor tips op
politie.nl/themas/cybercr...

& INTERPOL_Cyber & - 4/5/20
To launch our awareness campaign,

we have published the "Global
landscape of the COVID-19
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@interpol

@interpol_cyber

#WashYourCyberHands

= INTERPOL & ®@INTERPOL_HQ- 4d

This week, #INTERPOL has launched a
public awareness campaign highlighting
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207 Tweets
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KRP Kyberkeskus @& @kyberke... - 3d
Verkossa toimivat rikolliset kayttavat
hyvékseen ajankohtaisia olosuhteita ja
toimintamalleja, myds koronakriisin
aikana, Vallitsevan tilanteen viedess3
huomiomme rikolliset iskevit yksildiden
ja organisaatioiden tietoverkkaihin ja
jarjestelmiin. #WashYourCyberHands

¢ INTERPOL & @INTERPOL... -5d

Thale iemele SARITERMAMA bneae

Fédérale

Centro Cibernético @ @CaiVirt_.. -5h
#WashYourCyberHands - Interpol lanza
una campafa de concientizacion
centrada en las amenazas cibernéticas
COVID- 19:

nterpol.intfes/Delitos/Cib...

1 You Retweeted

Canadian Anti-Fraud Centre & - 3d
FWashYourCyberHands - Interpol
launches awareness campaign focused
on COVID-19 cyber threats :

FSM Magazine - Interpal

EE launches awareness c
rﬁl‘”UE ters.com

onnecting Police Worldwide

INTERPOL_Cyber

2,07 Tweets

Tweets Tweets & replies  Media Likes

Tl You Retweated
0 Police Fédérale @ @policefedea.., -3d
ralice e lundi 4 mai @INTERPOL_HQ a lancé
une campagne de sensibilisation sur les
principales cybermenaces liées aux
virus, ainsi que sur les moyens de rester
en sécurité.

#WashYourCyberHands

#ensemblecontrelecorona

® INTERPOL_Cyber & - 4/5/20

To launch our awareness campaign,
we have published the "Global
landscape of the COVID-19
cyberthreat”, outlining the latest
threats identified. expected future
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THERE’'S MORE TO WATCH OUT FOR

Cyber attacks on
businesses and
critical institutions
L are surging.
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: ... en particulier face aux tentatives

p| d'escroquerie, il est important de
rester VIGILANT et SCEPTIQUE face a
tous les messages pour rester EN
SECURITE #CyberAttentifs
#WashYourCyberHands

@INTERPOL _Cyber

| Appel de Demandes | Courriels Demandes | | Demandes

prétendus | de paiement | des de de donnies
officiels des ll pour sider paiement | persannelles
hépitaux des proches

@ VIGILANT . SCEPTIQUE . EN SECURITE

#CyberAttentifs #WashYourCyberHands
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Mid-term Projections

Online scams &
phishing related to
vaccine/medication

Remote workforce
vulnerabilities
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Global Ecosystem of Cybersecurity
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INTERPOL's Cybercime Threat Assessment

F Collaboration with Council of Europe
- ST on Criminal Justice Statistics on
INTERPOL . - .
- Cybercrime & Electronic Evidence
ASEAN CYBERTHREAT
ASSESSMENT 2020

KEY INSIGHTS FROM
THE ASEAN CYBERCRIME OPERATIONS DESK

CYBERCRIME:
COVID-19 IMPACT

Cyber Analytical Platform

Cybercrime Threat Assessment
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INTERPOL Global Cybercrime Programme — Aggregation as the key enabler
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ENABLING THE WORLD'S POLICE TO MEET
THE CHALLENGES OF FIGHTING INTERNATIONAL CRIME
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